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ACCEPTABLE USE OF IT RESOURCES POLICY

Section 1 - Purpose and Scope

Purpose

(1)

The purpose of this Policy is to protect the essential interests of the Australian College
of Physical Education (ACPE) by ensuring that Information Technology (IT) resources
are used effectively, efficiently, ethically, and lawfully, supporting teaching,
learning, governance, administration, and other operational activities.

(2) ACPE provides computing, networking, information, and communication resources
to its community, supporting its educational and administrative functions. Different
forms of access are granted to particular groups to support these activities.

(3) This Policy outlines principles that safeguard ACPE's significant investment in IT
resources and ensure compliance with legal obligations.

Scope

(4) This Policy applies to all members of the ACPE community, including staff, students,

authorised guests, directors, members of governance committees, and
independent contractors accessing ACPE's IT resources, whether locally or
remotely.

Section 2 - Definitions

(5) In this Policy:

(a) An approved IT service provider is the provider of IT Services that ACPE
chooses to engage to assist the College.

(b) Authorised user means a person who is granted access to ACPE IT resources
through enroiment, employment, official affiliation, or contractual
engagement.

(c) Information Technology Resources means all computers and:

i. Datanetworks, internet access, email, hardware, data storage, computer
accounts, all systems, media, software and telephony services.

i. Physical spaces using IT resources designated for teaching, study,
governance and administration across the college, such as computer
labs, study areas and learning spaces, administrative areas, meeting
rooms and offices.

ii. IT services provided by the College or its confracted IT service providers.

iv. Equipment owned or leased by users connected to ACPE networks or
third-party services that the College has engaged.

(d) IT means Information Technology.
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Section 3 - Policy Statement

Policy Principles

(6)

(7)

This Policy recognises that IT Resources are provided by ACPE for business use.
(a) Allstaff have aresponsibility fo be ethical and efficient in their official or private

use of College property and services.

(b) All staff have a responsibility to be productive in the use of their work time.

(c) Staff are expected to engage online as part of their work.

(d) Itisrecognised that staff are also private citizens with individual personal needs
and obligations which may require them to make use of the Internet and email
for personal purposes.

(e) There is a reasonable limit to which employer-provided Internet and email
services may be used for personal purposes.

(f)  Staff will be provided with guidelines that clearly outline their rights and
responsibilities regarding the use of the Internet and email, and consequences
for any inappropriate use and/or contravention of this policy.

Authorised users shall, as far as possible:
(a) respect the rights of all users;
(b) use ITresources exclusively for authorised ACPE purposes;

(c) ensure the security and integrity of IT resources; and
(d) comply with all relevant laws, policies and procedures of the College,
(e) and contractual obligations governing the use of IT Resources.

Access and Use of College IT Resources

(8)

(7)

(10)

IT Resources access is granted for work, study, other ACPE-related activities and
limited personal use.

The CEO delegates authority to:

(a) authorise network access;

(b) permit IT staff to access personal/confidential information for technical
support; and

(c) approve investigations into breaches of acceptable IT resource use.

Nothing in this Policy requires the College to provide a particular set of IT resources
to the College community.

Information Security

(11)

Information security maintains confidentiality, integrity, and availability of ACPE
information, ensuring compliance with the Higher Education Standards Framework
(Threshold Standards) 2021 and applicable legislation.
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The college retains the right to:
(a) remove unauthorised devices, software and IT services;

(b) remove offensive, inappropriate or copyright-infringing materials; and
(c) implement data classifications and security standards.

ACPE manages cyber-security risks arising from criminal activities, internal threats
and interference. Compliance with best practices, regulatory requirements and
cybersecurity standards is maintained through:

(a) Risk management within ACPE’s Risk and Audit Framework; and

(b) Risk mitigation strategies addressing confidentiality, integrity and availability.

The College reports information security breaches or incidents that may involve
criminal activity to the relevant law enforcement agencies, in line with applicable
State and Commonwealth reporting requirements.

New Technologies, Procurement and Disposal

(15)

(16)

The Delegations of Authority and Authority Limits Matrix outlines the delegated
authorities for:

(a) approving IT software and service agreements;

(b) purchasing IT infrastructure and devices;

(c) allocating mobile phones for staff; and

(d) disposal of technology.

The Delegations of Authority and Authority Limits Matrix outlines the expenditure
delegations relevant to the procurement of IT.

Section 4: Responsibilities

Chief Executive Officer (CEO)

(17)

The CEO is responsible for fostering a commitment to the Principles espoused by this
policy and ensuring that adequate controls are in place to administer it effectively.
Controls may include systems for:

(a) random audits

(b) appropriate approvals (including delegation of authority)

(c) disclosure of usage

(d) maintaining accurate records

(e) monitoring records, and

(f)  access control (e.g. network firewalls and web filtering tools).

(18) All confrols are subject to any relevant privacy legislation and/or guidelines. If
genuine business reasons require staff to access Internet sites that would be
generally regarded as inappropriate, the CEO has a responsibility to ensure such
access is undertaken in a suitably secure environment.
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Managers

(19)  Managers and supervisors are responsible for:
(a) ensuring that staff are aware of and understand the policy;
(b) monitoring, and where necessary, enforcing policies; and
(c) providing leadership by example.

IT Services Team (or delegate)

(20) The IT Services Team or delegate is responsible for:
(a) establishing appropriate security measures;
(b) controling and monitoring access to email and the Internet;
(c) undertaking usage audits regularly;
(d) promoting awareness and understanding of this policy;
(e) restricting access to inappropriate internet content;
(f)  handling reports of IT incidents and breaches; and
(g) disabling or restricting access to IT systems as needed.

Staff and Other Authorised users

(21)  Authorised User responsibilities include:
(a) ensuring exclusive use of assigned IT systems for ACPE-related activities;

(b) not loaning ACPE devices to non-staff members or unauthorised users or
sharing account login information with other persons;

(c) securely storing ACPE devices off-premises; and

(d) promptly reporting loss, theft, damage, or unauthorised disclosure of ACPE
devices or information.

(22) Staff may be individually liable if they aid and abet others who discriminate against,
vilify or harass colleagues, students or any member of the public. Where
inappropriate use is identified, ACPE has a responsibility to:

(a) Consider implementing disciplinary action.
(b) Notify the Police if it is reasonably believed a criminal offence has been
committed.

Breach of this Policy

(23) Any User who is found to have breached this policy may be subject to disciplinary
action, up to and including termination of employment or engagement. Such
breaches will be addressed through the Performance Management and Discipline
Policy (Staff) and the Student Misconduct Policy.

(24) Where breaches involve fraud and corruption or constitute a conflict of interest,
they will additionally be managed in accordance with the provisions set out in the
Fraud and Corruption Prevention Policy and the Conflict of Interest Policy.
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Related documents

This Policy should be read in conjunction with, but is not limited to:
e Acceptable Use of IT Resources Procedure

e Privacy Policy

e Intellectual Property Policy

e Conflict of Inferest Policy

e Fraud and Corruption Prevention Policy

e Governance Charter

e Risk and Audit Framework

e Compliance Policy

e Staff Code of Conduct

e Student Code of Conduct

e Policy for Delegations of Authority and Authority Limits

Related Legislation

e Higher Education Standards Framework (Threshold Standards) 2021 (HESF)
e Crimes Act 1914 (Cth Australia) Cybercrime Act 2001 (Cth Australia)

e Copyright Act 1968 (Cth Australia)

e SPAM Act 2003 (Cth Australia)

e Telecommunications (Interception and Access) Act 1979 (Cth Australia)
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